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What privacy rights If an employee can prove that he or she had a reasonable expectation of privacy,
an employer can get in trouble for accessing his or her email account and
messages, according to the Electronic Communications Privacy Act (ECPA). The
ECPA also states that it is prohibited to intentionally access stored email
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received over my in violation of the ECPA could face criminal charges.

internal network? There are three exceptions to the ECPA in which employers are allowed to access
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When these issues do go to court, it is most frequently determined that the
employer’s right to access information sent over its internal network overpowers
the employee’s expectation of privacy. Companies with email and Internet policies
often include clauses stating that information sent over the network is public, that
the company’s systems are to be used for legitimate work purposes only, and that
the company has the right to access messages and documents within the
employee’s computer or email system. Having employees sign that they have read
and agree to the email and Internet policies when their employment begins
eliminates any possibility of a successful claim of the reasonable expectation of
privacy.
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